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Workshop
Invariant Attacks

Prof. Gregor Leander
j’ Ruhr University Bochum (Germany)

Abstract

Invariant attacks are attacks on symmetric primitives, in particular block
) ciphers. Those (non-linear) invariant attacks are generalizations of
Mo (o3 8 BIG1S invariant subspace attacks and have been applied to a couple of
lightweight ciphers in recent years. In this workshop, | will explain (i)
how invariant attacks work, (ii) how they can be detected and (iii) how, as
a designer, one can ensure resistance against those attacks. Besides the
theoretical background, I will focus on the algorithmic aspects as well.

Duration: 4 h

Time: Tuesday August 27, 2019
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